Ky boi: Cuc An toan thong tin
Co quan: Bo Thong tin va Truyén thong
Thot gian ky: 14/04/2020 18:48:50

BQ THONG TIN VA TRUYEN THONG
CUC AN TOAN THONG TIN
$6: JD(JCATTT-VNCERT/CC
V/v canh béo nguy co mit an toan thong tin 11 Noi, ngay Afthdng /f ndm 2020
tir phin mém hop truc tuyén Zoom

Kinh giri:
- Pon vi chuyén trach vé CNTT cac bg, co quan ngang bo,
co quan thugc Chinh phu;
- S& Théng tin va Truyén théng cac tinh, thanh phd truc
thugc Trung wong;
- Céc Tap doan, Tong cong ty nha nude; Cac Ngan hang
TMCP; Céc t6 chirc tai chinh;
- Hé thdng céc don vi chuyén trach vé an toan thong tin;
- Céc doanh nghiép, t6 chirc, ca nhan khéc.

Nhim ting cudng cong tic bao dam an toan, an ninh mang cho c4c hé thong
théng tin trong co quan hanh chinh Nha nudc va canh bao cic nguy co mat an
toan thong tin cho cdc B, nganh, dia phuong, céc t6 chirc va ca nhan, Cuc An
toan thong tin canh béo vé céc nguy co khi sir dung phan mém hop truc tuyén
Zoom nhu sau:

Ngay 14/4/2020, Trung tim Ung ciru khén cdp khong gian mang Viét Nam,
Cuc An toan thong tin ghi nhan c6 hon 500.000 tai khoan Zoom da bi 1 lot thong
tin c4 nhan cia ngudi st dung, trong d6 bao gom: email, mat khau, duong dan
URL cac cugc hop va mat khau kém theo.

Hién nay, Zoom dang 1a phan mém phd bién cho hoc truc tuyén, t6 chirc
hoi hop va 1am viéc tir xa. Tuy nhién, phdn mém nay ton tai mét s6 16 hong bao
mét nghiém trong nhu: ma héa dir liéu dau cubi kém, dé dang bi do quét ID cude
hop, 16 hong lién quan dén dudng din UNC (Universal Naming Convention).

Tir diu ndm 2020, nhiéu 15 hong bao méat ctia Zoom di dugc cong bd ma 15
héng (trong d6 ¢6 15 hdng chura duge nha cung cap xir 1y triét dé) nhu: CVE-2020-
11500, CVE-2020-11469, CVE-2020-11470,... v6i nhiéu mtc d¢ nguy hiém
khac nhau (chi tiét tai phu luc kém theo).

Théng qua nhitng 15 héng trén, tin tic c6 thé truy cap bat hgp phap vao céc
phong hop, theo doi, truyén ba céc théng tin xau doc, danh cép thong tin hodc cai
dat ma doc truc tiép trén méy tinh nguoi ding.

bé ting cudng cdng tac bao dam an toan, an ninh mang, dic biét 1a bao v¢
théng tin c4 nhan, bao vé quyén va lgi ich hogp phap clia cac co quan, td chir,
doanh nghiép va ngudi sir dung, Cuc An toan thong tin khuyén cao:

1. C4c co quan, té chirc hanh chinh nha nu6c khong nén st dung phan mém
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Zoom dé phuc vu cac budi hop truc tuyén tai don vi minh. Péi v6i cac doanh
nghiép, t6 chirc, ca nhan khac can nhic cin than khi sir dung phan mém hop truc
tuyén Zoom cho céac hoat dong hoc truc tuyén, trao ddi truc tuyén hoic cac td
chue hdi hop khac.

2. Uu tién lya chon céc san phiam phén mém hoc truc tuyén, t6 chtrc hoi
hop va lam viéc tir xa do doanh nghiép uy tin san xuat, dic biét 1a cac san phdm
do doanh nghiép uy tin trong nudc cung cap nhu: Viettel, VNPT, Mobifone, FPT,
VNG, CMC, Nhéan Hoa,...

3. DPi v6i cac doanh nghiép cung cap phan mém hoc truc tuyén, t chuc
hdi hop va lam viéc tir xa: phai trang bi dﬁy du céc tinh nang bao mat cho phén
mém, bao dam an toan théng tin cho ngudi sir dung, ¢6 di ngii k¥ thuat dé hd tro
kip thoi cho khach hang.

4. Bbi véi ngudi str dung cac phan mém hoc truc tuyén, td chirc hoi hop va
lam viéc tir xa:

- Chi y tai phan mém tir cdc ngudn chinh théng, thudng xuyén cap nhat
phién ban méi nhat cia phan mém.

- Khong chia sé thong tin vé phong hop (ID, mat khau) dé tranh céc truong
hop bi ké x4u theo ddi, phé hoai.

- Thiét lap céc c4u hinh bao mat cao trén cac phén mém hop truc tuyén. Cu
thé: dit mat khau phirc tap cho céc bubi hop; kich hoat ché do xét duyét nguoi
tham gia trudc khi vao phong hop; thiét 1ap cac tinh ning quan 1y viéc chia sé man
hinh trong bubi hop; han ché viéc luu lai néi dung budi hop trong trudong hop
khong can thiét.

- P6i véi nguoi dung da sir dung phan mém Zoom, thyc hién ngay viéc doi
mat khéau phirc tap, tranh sir dung chung mét khau véi cac tai khoan khac.

- Khi phét hién nguy co, dau hiéu 16, lot thong tin ca nhan cla ngudi sir
dung, can nhanh chéng khic phuc va kip thoi thong bao cho Cuc ATTT va céc co
quan chirc néing c6 thim quyén lién quan dé phdi hop xtr Iy kip thoi cac van dé phét sinh.

Pau mbi lién hé: Trung tdm Ung ctru khin cp khong gian mang Viét Nam,
Cuc An toan thong tin, dién thoai: 086 9100320, email: ofﬁce@vncert.vn./égk/

Noi nhin: KT. CUC TRUONG
- Nhutrén; PHO CUC TRUONG
- B§ trudng (dé b/c);

- Thir truéng Nguyén Thanh Hung (dé b/c); A\

- Cuc trudng (de b/c); , g

- Trung tdm NCSC; ,\ A

- Lwu: VT, VNCERT/CC.

Nguyén Khic Lich




PHU LUC
Cac ma 16i qudc té’dﬁ dugc cong bo doi véi phan mém Zoom
(Kém theo cong vin s6 2DU /CATTT-VNCERT/CC ngayA44/4/2020)
1. Mi 16i: CVE-2020-11500 (Chuwra ¢6 bén va)

Mire dd 15i: Mire Cao

SEVEfity A kR El  CVSS Version 2.0

CVSS 3.x Severity and Metrics:

ﬁi g NIST: NVD Base Score: [HSHIGH! Vector:

CVSS:3.1/AV:IN/ACL/PR:N/ULN/S:U/C:H/IIN/AN

Mo ti 16i:

Cho dén phién ban 4.6.9 cua Zoom Client ¢ sur dung ché do ECB cua thudt toan ma hoa
AES véi khoa 128 bit dé ma hoa video va dm thanh khi truyén di. Ché do ECB dugc
danh gid 1a ché do ma hoa yéu nhét trong cac ché do c6 sin ciia AES, c¢6 thé cho phép
tin tic co thé xem dugc hinh anh trong cugc hop.

2. M 16i: CVE-2020-11469

Mire d§ 16i: Mire Cao

Severlty A TE TR e  CVSS Version 2.0

CVSS 3.x Severity and Metrics:

% [ L NIST: NVD Base Score:- Vector:

CVSS:3.1/AV:L/AC:L/PR:L/ULN/S:U/C:H/1:H/AH

Vector:
CVSS:3.0/AV:L/AC:H/PR:H/UIL:R/S:U/C:H/I:H/A:H

CNA: MITRE Base Score: 6.3 MEDIUM

MG ta 16i: Phién ban 4.6.8 trg vé trude ciia Zoom Client dugce phat hién ¢6 16 hong trén
hé diéu hanh macOS va dugc phén loai la nghiém trong. L& hdng nay cho phép ké tan
cong sao chép tap tin runwithroot vao thu muc tam thoi cua nguoi dung trong khi cai
dat, cho phép tin tic duge quyén truy cép root bing cach thay thé runwithroot. Tin tac
sau do chiém duogc quyén quan tri cao nhat trong may bj tan cong.

Khuyén nghi:

Cép nhat phién ban 4.6.9 tr¢ Ién.




3. Ma Léi: CVE-2020-11470

Mire d§ 16i: Mirc Thap
Severity | CVSS Version 3.x CVSS Version 2.0

CVSS 3.x Severity and Metrics:

L NIST: NVD Base Score: 3.3L0W Vector:
CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N

?ﬁ CNA: MITRE Base Score: 2.3L0W Vector:
CVSS:3.0/AV:L/AC:H/PR:H/UIL:R/S:C/C:L/I:N/A:N

Mo ta 16i:

Phién ban 4.6.8 tré vé truée cia Zoom Client duge phat hién c6 16 hong trén hé diéu
hanh macOS cho phép v6 hiéu héa thu vién xac thye. Tir d6 cho phép quyén truy cap
camera va micro cua nan nhan trai phép.

Khuyén nghi:
Cép nhat phién ban 4.6.9 tro [én.
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