
BO THONG TIN VA TRUYEN THONG C Q N G H O A X A H O I C H U N G H I A V l f T N A M 

eye A N T O A N T H O N G T I N Dgc l^lp - T^r do - Hgnh phuc 

S6: o2^/^CATTT-VNCERT/CC 
V/v canh bao nguy ca mat an toan thong tin ^^^> ngayj^fthdng //- nam 2020 

tir phan mhm hpp trgc tuy8n Zoom 

Kinh gui: 
- Dan v i chuyen trach ve CNTT cac bo, ca quan ngang bp, 
ca quan thuoc Chinh phii; 
- Sa Thong tin va Truyen thong cac tinh, thanh pho true 
thuoc Trung uang; 
- Cac Tap doan, Tong cong ty nha nuac; Cac Ngan hang 
TMCP; Cac to chuc tai chinh; 
- He thong cac dan v i chuyen trach v l an toan thong tin; 
- Cac doanh nghiep, to chuc, ca nhan khac. 

Nham tang cuong cong tac bao dam an toan, an ninh mang cho cac he thong 
thong tin trong ca quan hanh chinh Nha nuac va canh bao cac nguy ca m4t an 
toan thong tin cho cac Bp, nganh, dia phuang, cac to chuc va ca nhan, Cue An 
toan thong tin canh bao ve cac nguy ca khi su dung phan mem hpp true tuyen 
Zoom nhu sau: 

Ngay 14/4/2020, Trung tarn Ung cuu khan cap khong gian mang Viet Nam, 
Cue An toan thong tin ghi nhan c6 han 500.000 tai khoan Zoom da bi 15 Ipt thong 
tin ca nhan cua nguai su dung, trong do bao gom: email, mat khau, duang dan 
URL cac cupc hpp va mat khau kem theo. 

Hien nay. Zoom dang la phan mem pho bien cho hpc true tuyen, to chuc 
hpi hpp va lam viec tu xa. Tuy nhien, phan mem nay ton tai mot so 16 hong bao 
mat nghiem trpng nhu: ma hoa du lieu dau cuoi kem, de dang bi do quet ID cupc 
hpp, l6 hong lien quan den duang dan UNG (Universal Naming Convention). 

Tu dku nam 2020, nhi5u 16 h6ng bao mat cua Zoom da dupe c6ng b6 ma 16 
hong (trong do c6 lo h6ng chua dupe nha cung cap xu ly triet de) nhu: CVE-2020-
11500, CVE-2020-11469, CVE-2020-11470,... vai nhieu muc dp nguy hiem 
khac nhau (chi tiet tgiphu luc kem theo). 

Th6ng qua nhung 16 h6ng tren, tin tac c6 the truy cap bat hpp phap vao cac 
phong hpp, theo doi, truy6n ba cac th6ng tin xau dpc, danh cap th6ng tin hoac cai 
dat ma dpc true tiep tren may tinh nguai dung. 

De tang cuong cong tac bao dam an toan, an ninh mang, dac biet la bao ve 
th6ng tin ca nhan, bao ve quyen va Ipi ich hop phap cua cac ca quan, to chuc, 
doanh nghiep va nguai su dung, Cue An toan th6ng tin khuyen cao: 

1. Cac ca quan, t6 chuc hanh chinh nha nuac kh6ng nen su dung phan mem 
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Zoom de phuc vu cac buoi hpp true tuyen tai dcm vi minh. D6i vai cac doanh 
nghiep, to chuc, ca nhan khac can nhac can than khi su dung phan m8m hpp true 
tuyen Zoom cho cac hoat dpng hpc true tuyen, trao d6i trpc tuyen hoac cac t6 
chuc hpi hpp khac. 

2. iTu tien lua chpn cac san pham phan mem hpc true tuyen, t6 chuc hpi 
hpp va lam vipc tu xa do doanh nghiep uy tin san xuat, dac biet la cac san phim 
do doanh nghipp uy tin trong nuac cung cdp nhu: Viettel, VNPT, Mobifone, FPT, 
VNG, CMC, Nhan Hoa,... 

3. Doi vai cac doanh nghiep cung cap phan mem hpc true tuyen, to chuc 
hpi hpp va lam viec tu xa: phai trang bi day du cac tinh nang bao mat cho phan 
mem, bao dam an toan thong tin cho nguai su dung, c6 dpi ngu ky thuat dk ho trp 
kip thai cho khach hang. 

4. Doi vai nguai su dpng cac phan mem hpc true tuyen, to chuc hpi hpp va 
lam viec tu xa: 

- Chu y tai phan mem tu cac nguon chinh thong, thuang xuyen cap nhat 
phien ban mai nhat cua phan mem. 

- Khong chia se thong tin ve phong hpp (ID, mat khau) de tranh cac truang 
hop bi ke xau theo doi, pha hoai. 

- Thiet lap cac cau hinh bao mat cao tren cac phan mem hpp true tuyen. Cu 
the: dat mat khau phuc tap cho cac buoi hpp; kich hoat che dp xet duyet nguai 
tham gia truac khi vao phong hpp; thiet lap cac tinh nang quan ly viec chia se man 
hinh trong buoi hpp; han che viec luu lai npi dung buoi hpp trong truang hop 
khong can thiet. 

- Doi vai nguai dung da su dung phan mem Zoom, thuc hien ngay viec doi 
mat khau phuc tap, tranh su dung chung mat khau vai cac tai khoan khac. 

- Kh i phat hien nguy ca, dau hieu Ip, Ipt thong tin ca nhan cua nguai su 
dung, can nhanh chong khac phuc va kip thai thong bao cho Cue ATTT va cac ca 
quan chuc nang c6 thim quyen lien quan de phoi hpp xu ly kip thai cac van de phat sinh. 

Dau moi lien he: Trung tam Ung cuu khan cap khong gian mang Viet Nam, 
Cue An toan thong tin, dien thoai: 086 9100320, email: office@vncert.vn.A^j||^.^ 

Noi nhan: 
- Nhir tren; 
- Bp trirong (de b/c); 
- Thu trucmg Nguyen Thanh Hung (de b/c); 
- Cyc trucmg (de b/c); 
- Trung tarn NCSC; 
-Luu: VT, VNCERT/CC. 

K T . c y c TRirdNG 
PHO c y c TRirdNG 

.H.C. 

Nguyen Khac Lich 
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PHU L U C 
Cac ma loi quoc te da dirac cong bo doi voi phan mem Zoom 

(Kem theo cong von sd Ji5^' /CA TTT- VNCERT/CC ngayM/4/2020) 

1. Ma loi: CVE-2020-n500 (Chira c6 ban va) 

Muc do loi: Mijc Cao 

CVSS Version 3.x Severity 

CVSS 3.x Sever ity and Metrics: 

CVSS Version 2.0 

NIST: NVD Base Score: Vector: 

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N 

Mo ta loi: 

Cho den phien ban 4.6.9 cua Zoom Client c6 su dung che do ECB cua thuat toan ma hoa 
AES vol khoa 128 bit de ma hoa video va am thanh khi truyen di. Che do ECB dugc 
danh gia la che do ma h6a yeu nhat trong cac che do c6 san cua AES, c6 the cho phep 
tin tac CO the xem dugc hinh anh trong cugc hop. 

2. Ma loi: CVE-2020-11469 

Miic do loi: Mi'rc Cao 

CVSS Version 3.x Severity 
CVSS 3.x Severity and Metrics: 

CVSS Version 2.0 

r.lNIST: NVD Base Score: Vector: 

CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H 

7% CNA: MITRE Base Score: 6.3 MEDiUhf Vector: 

CVSS:3,0/AV:L/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H 

M6 ta loi: Phien ban 4.6.8 tra ve truac cua Zoom Client dugc phat hien c6 16 hong tren 
he dieu hanh macOS va dugc phan loai la nghiem trgng. L6 hong nay cho phep ke tan 
cong sao chep tap tin runwithroot vao thu muc tam thai ciia nguai dung trong khi cai 
dat, cho phep tin tac dugc quyen truy cap root bang each thay the runwithroot. Tin tac 
sau do chiem dugc quyen quan tri cao nhat trong may bj tan cong. 

Khuyen nghj: 

Cap nhat phien ban 4.6.9 tra len. 
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3. Ma Loi: CVE-2020-11470 

Mire do loi: Miic Thap 

Severity ^S^^B 
CVSS 3.x Sever ity and Metrics: 

CVSS Version 2,0 

NIST: NVD 

CNA: MITRE 

Base Score: 

Base Score: 2.3 LOW 

Vector: 

CVSS:3.1/AV:L/AC:L/PR:L/UI;N/S:U/C:L/I:N/A;N 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/U1:R/S:C/C:L/I:N/A:N 

M6 ta loi: 

Phien ban 4.6.8 Ira ve trirac cua Zoom Client dugc phat hien c6 16 hong tren he dieu 
hanh macOS cho phep v6 hieu h6a thu vien xac thuc. Tu do cho phep quyen truy cap 
camera va micro cua nan nhan trai phep. 

Khuyen nghj: 

Cap nhat phien ban 4.6.9 tra len. 
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